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Procedure Statement

When you are out of the office, you can gain access to your Shared Drive by
setting up a VPN (virtual private network) on your computer.

NOTE: The Maximum connection time for any one session is nine hours.

Procedure Specifics

1. Click the Start menu on your desktop.
Select the Settings menu option.

Select the Control Panel option.

2
3
4. Click the Network and Internet Connections icon.
5. Click the Network Connections icon.

6

In the box on the top left of the window, click the Create a new
connection link.

7. The New Connection Wizard window will open.

Welcome to the New Connection
Wizard

This wizard helps you

* Connect to the Internet.

* Connect to a private network, such as your workplace
network,

8. Click the Next button.
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9. Select the radio button beside Connect to the network at my workplace.

Network Connection Type
what do you wart to do?
" Connect to the Internet

Connect to the Intermet so you can biowse the Web and read email

* [cgnnect to the network at my workplace!

Connect to a business network [using dialup or WPN] so pou can work from hame,
a field office, or another location.

" Set up an advanced connection

Connect directly to another computer using pour serial, parallel, or infrared port, or
setup this compuiter so that other computers can connect to it

< Back I Mext > I Cancel

10. Click the Next button.

11. Select the radio button beside Virtual Private Network connection.

New Connection Wizard

Network Connection
How do pou want to connect to the network, at your workplace?

Create the follawing connection:

* Dial-up connection
Connect using a modem and a regular phone line or an Integrated Services Digital
Network [ISDM] phone line.

= ¥irtual Private Network connection

Connect to the network using a vitual private network (VPM) connection over the
Internet.

< Back I Mext » I Cancel

12. Click the Next button.

13. In the text box below Company Name, type a company name (e.g.,
AgVPN).

New Connection Wizard

Connection Name
Specify a name for this connection ta pour workplace.

Type a name for this connection in the following box

Company Mame

[agePr

For exampls, you could typs the name o your workplace of the name of & server you
will conneet to

< Back I Mext > I Cancel

14. Click the Next button.
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15. If you have a dial-up connection, the Public Network window will come
next; continue with the next step. If you do not have a dial-up connection,
skip to step 18.
16. Select the radio button beside Do not dial the initial connection.
‘Windows can automatically dial the initial connection to the Intemet or ather public
network, before establishing the virtual connection.
% D nat dial the inifal eonnection]
 Automatically dial this iritial connection:
|
<Back | New> |  Concel
17. Click the Next button.
18. In the text box below Host name or IP address, type
vpn.agriculture.purdue.edu.
e Comectionwicwd
Type th:a host name of Intermnet Protocal (IF] address of the computer to which you are
Host r\ama‘nr IP address [for example, microsoft.com or 157.54.0.1 |
vpn.agriculture. purdue. edu
<Back [ New> | Concel
19. Click the Next button.
20. Select the radio button beside My use only.
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New Connection Wizard

Connection Availability
You can maks the new connection svallable to any user or only to yoursslf

A connestion that s created for your use oniy is saved in pour user account and is not
available unless you are logged on

Cieate this connection for:

) Anyone's use

<Back | Mew> |  Cancel

21. Click the Next button.
22. Click the Finish button.

New Connection Wizard

Completing the New Connection
Wizard

You have successiuly completed the steps needed to
create the fallawing comnestiar:

AgVPN

The connection will be saved in the Netwark
Connections folder.

To create the connection and close this wizard, click Finish,

<Back [ Fmsh | Cancdl |

23. The Connect AgVPN window will open.

Uszer name: ||

Password: I

™ Save this user name and password for the following users:
1= be only

) Anyone who uses this computer

LConnect I Cancel Properties Help

Page 4 of 6
Created: 2/8/2007
Modified: 9/23/2008

IT_.P College of Agriculture
oo emem st oo Contact: http://www.agriculture.purdue.edu/agit — 765.494.8333 or 1-888-226-2438




PURDUE

COLLEGE OF AGRICULTURE
UNIVERSIT

VPN Instructions for Windows XP

Ang SyStemS Procedure No. S1.3.29

24. Click the Properties button.
K

General | Dptionsl Securityl Networkingl

Hoszt name or IP address of destination [such as microsoft.com or
157.54.0.1):

van. agriculture. purdue. edu

First connect

‘windows can first connect the public network, such az the
Internet. befare trying ta establizh thiz vitual connection.

[ Dial ancther connection first:

| |

¥ Show icon in notifization area when connected

ak | Cancel

25. Click the Security tab.
x|

Generall Options 5 ecurity | Networkingl Advancedl

— Security optiong
+ Typical recommended sethnask

Walidate ny identity az follows:

IHequire secured passwond j

[T Automatically use myp Windows logon name and
paszword [and domain if any]

¥ Require data encryption [disconnect if none)

€ Advanced [custom settingz]

lzing these settings requires a knowledae T |
of securty protocols. 26Mngs...

|IPSec Settings... |

Ok I Cancel |

26. Click the IPSec Settings button.

27. Click the checkbox beside
Use pre-shared key for authentication.
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28. Type AgIT in the text box beside Key.
2%

V' Use pre-shared key for authentication

Key: 40l T

ok I Cancel

29. Click the OK button.

30. Click the OK button again.

31. Type your user name in the text box beside User name.

NOTE: You do not need to add onepurdue\ in front of your user name.

32. Type your password in the text box beside Password.

User name: Ifﬂbih81 B

Password: I"".."l

[T Save this uzer name and password for the follawing users:
& e anly

) &nyone who uses this computer

Lonnect I Cancel | Froperties | Help

33. Click the Connect button.
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